EKI-1500 Trouble Shooting when
using Linux VCOM driver
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Purpose

This paper would show how to monitor virtual com state in
Linux OS. This paper was designed to provide critical real-time
driver status, which will help system-administrators, and developers
understand the internal state of a runtime VCOM driver; therefore,
an issue can be analyzed and solved within the shortest time.

During the test, we use the latest Linux VCOM driver v2.1.0.
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VCOM Linux Architecture

» After compiler VCOM driver in Linux OS,
that can work fine in VCOM access.

» Advantech Linux Virtual COM driver that
would handle the Application to EKI
Firmware communication.

» In the next page, we would discuss how
to trouble shooting via RS-232 loopback

EKI-Frimware

Data Flow a

VCOM Protocol
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Before Trouble Shooting

The VCOM Linux driver v.2.1.0 that support most common kernel
version in the world. That support kernel version 3.10 and latter version.

If you would like to check the kernel version, key “uname —a” to check it
In Linux OS platform.

[root@lécalhost configl# uname -a
Linux localhost.localdomain 3.10.0-514.el17.x86 64 #1|SMP Tue Nov 22 16:42:41 UTC 2016 xB6 64 xB6 64

7imox
[root@localhost configl# |}

If you are using older kernel 2.6.32. Please contact
ICG.Support@advantech.com
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Before Trouble Shooting

Download VCOM driver for Linux v2.1.0 from website and all
operation setting can be found in the “VCOM 2 0 DRIVER FOR
LINUX INSTALLATION GUIDE.pdf”

icg@localhost:~/Documents/vcom_linux-2.1.0 - o
File Edit View 5Search Terminal Help
vecom_Llinux 2.1.0/daemon/vc_client netup.h
veom_Linux 2.1.0/COPYING
vecom linux 2.1.0/script/
vecom_linux 2.1.0/script/advman
veom_Linux_2.1.0/script/advrm
veom_Llinux_2.1.0/script/advls
vecom linux 2.1.0/script/advadd
vecom linux_2.1.0/inctify/
veom_Linux_2.1.0/inotify/vcom_inotf.c
vecom_linux_ 2.1.0/inotify/vcinot
veom_linux_ 2.1.0/inotify/Makefile
vcom linux_2.1.0/config/
vecom linux 2.1.0/config/advttyd.conf
[icg@localhost Documents]$ 1s
TCom_tInux_Z.1.0  VCOM CINOX_Z.1.0.TAR.B
[icg@localhost Documents]$ cd vcom linux 2.1.0/
[icg@localhost vcom Tlinux 2.1.01% 1s
config COPYING daemon driver initd inotify Makefile readme.txt script

[icg@localhost vcom linux_2.1.01% sudo apt-get install build-essential linux-hea

= ﬂ

sudo: apt-get:

-generic

[sudo] password for icg:

command not found

[icg@localhost vcom linux 2.1.01% sudo yum install build-essential linux-headers
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VCOM Scripts Support

> VCOM driver support the below VCOM scripts to check the configure state

-advadd
-addrm
-advman
-advls
> For example use “advls” command to show current configure file

> For how to operate with each function, key “advls ?” to check it out.

ticg@lacalhﬁst ¥]$ Sﬁda advls
5 b522 192.168.1.121 1
6 b522 192.168.1.121 2
[

icg@localhost ~1%
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APP test

> Use Application to loopback test with RS-232 head to verify VCOM
driver can work in Linux with no problem.

Stepl: check EKI-1500 series configuration setting in the EKI-1500
Web GUI.

Step2: use some application test tool like putty, or minicom to test

Send Serial Data

under Linux OS.

o

=]
192.168.1.100 192.168.1.52 loopback connector

Receive Serial Data
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APP test

Use “sudo Putty” to test and default use /dev/ttyADV* to open port.

PuTTY Configuration
Category: Basic options for your PuTTY session
Specify the destination you want to connect to
P - : . 66k 9 133 %99 *
Loaging i P Stepl: of “ttyADV*” is vcom
/dev/ttyADVS 115200 port that mapped
=l Terminal )
Connection type:
Keyboard (O Raw () Telnet () Rlogin () SSH (=) Serial
Bell
Load, save or delete a stored session
Features Saved Sessions
=1 Window
&
Appearance Default Settings Load | e
Behavi
enaviour COM3 Save
Translation
Delete
Selection
Colours Step2: Open Port to verify
Fonts in the path: /dev/ttyADV5
- Connection Close window on exit:
Data () Always () Never () Only on clean exit
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TTY Device check

= |f you compiler with no problem and can found the device with
“Is /dev/ttyADV*”. That would no problem in tty device

ADVANTECH
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VCOM Daemon check (1/2)

> Use “ps —A | grep vcomd” to check daemon state and PID

number

icg@Llocalhost:~

File Edit View Search Terminal Help

[icg@localhost ~]$ sudo ps -A | grep vcomd
[sudo] password for icg:

194592 pts/0 G0:00:00 vcomd

19493 pts/0 G0:00:00 vcomd
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Daemon check(2/2)

“ cat /tmp/advman/advtty

L.L'-'E:ll;‘_'l.\."-\.-',f-l It

-

[icg@localbhost =14 cat /tmp/advmon/advitys
| Pid : 19492 | State : Net Up l[icg@localhost =]$ cat /tmp/advmon/advtty6
| Pid : 19493 | State : Net Down |[icg@localhost ~]% I

Pid ****;
This is the PID of the daemon which is responsible for “ttyADV5”

This separates the PID and the current runtime status.

State[****]
This is the current runtime state.
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Daemon check(2/2)

For example: “cat /tmp/advmon/advity5”

A. The daemon related to this connection has a PID of 19492.

B. The current state of the daemon is “Net Up”. AVCOM
connection has been running, without ever engaging an
exception.

For example: “cat /tmp/advmon/advity6”

A. The daemon related to this connection has a PID of 19493.

B. The current state of the daemon is “Net Down”. The network
connection is disabled; therefore, VCOM driver has
disconnected from the corresponding device server.

Ll b md Ll 3 L 1+

[icg@localhost ~]H cat /tmp/advmon/advitys
|IPid : 19492 | State : Net Up [icg@localhost ~]1$ cat /tmp/advmon/advtty6
Pid : 19493 | State : Net Down [icg@localhost ~]$ |
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Send Serial Data

Ethernet

TCP/IP Topology check .

192.168.1.100 192.168.1.52 loopback connector

RS232

In Ethernet TCP/IP with VCOM protocol check:

Network Topology and IP Setting is focused that include
1. Linux PC : IP address/default GW
2. EKI-1500 : IP address/default GW

3. Log-in EKI-1500 WEBGUI interface from Linux PC browser. Make
sure the network setting is working fine.

—_——

VCOM Protocol
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EKI Firmware Check

> In EKI Web GUI monitor page, you can see the connected IP
Address which related port Status when com port open

-0
Setting Statistic ConnectedIP

Connected IP IP Address

IP 1 ffff:192.168.1.100
IP 2
IP3
IP 4
IP5
IP 6
IP7
IP 3
IP9
IP 10
IP 11
IP 12
IP 13
IP 14
IP 15
IP 16
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EKI Firmware Check

> Make sure set-up the correct operation mode

Device Se
| Device Server x \ +
(' ® | 172.21.11.55/cgi-binfindex.cgi#/cgi-bin/index, cgi?func=portpage&portid=1
EKI-1526-CE
AD\'\NTECH Device Server
System = Home / Port Configuration
@ Ethernet Configuration
Basic Operation Advanced
& Port Configuration
Port 1 £ Port 1 configuration
sl Mode Virtual COM Mode
Port 3
Host Idle Timeout(s) 60
Port 4
Response Timeout(ms) \ 0|
Port 5 =)
Port 6 Frame Break(ms) 0
Port 7 Pack conditions (Pack sent immediately when reach 1024 Bytes)
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F&Q Question-1:
Is it available to modify the device name from
/dev/ttyADV™ to another one like /dev/vttyAP*?

» In default, EKI-1500 use ttyADV* as the vcom driver device name. If
the customer would like to change to different one. That just simply
modify it.

Original: Using putty to open serial port in the path: /dev/ttyADV*

Cate i

m Specify the destination you want to connect to deVfttYF\DVS - PuTTY
erial L ee -
/d 00 =

Terminal

Purpose: Using putty to open serial port in the path for example :
/dev/vttyAP*

fdev/vttyAPS = PuTTY
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ANswer:

Step 1: Stop & remove the advvcom.ko that running

icg@localhost:~/Documents/vcom_linux_2.1.0 = o

File Edit WView 5Search Terminal Help

[icg@localhost Documents]$ cd vcom linux 2.1.0/

[icg@localhost vcom linux 2.1.01% 1s

config COPYING daemon driver initd inotify Makefile readme.txt script
[icg@localhost vcom linux 2.1.0]1% advls

/bin/bash: /usr/sbin/advls: Permission denied

[icg@localhost vcom linux 2.1.01% sudo advls

[sudo] password for icg:

5 b522 182.168.1.121 1
5] bh22 182.168.1.121 2
[icg@localhost vcom linux 2.1.01¢ sudo advman -o stop
Jusr/local/advtty/advvcom.ko
stop

stoping all local services...
[icg@localhost vcom linux 2.1.014 sudo advman -o remove
Jusr/local/advtty/advvcom.ko
stoping all local services...
vcomd: no process found
advttyd: no process found
removing kernel moduel advvcom.ko...

Enabling an Intelligent Planet

ADVANTECH




ANswer:

Step 2: Modify “dev_name” as you want in the adv_uart.c file.
and then use “make” to compiler again

For example: modified “ttyADV” to “vttyAP”

[icg@localhost driverld cd ..

[icg@localhost vcom linux 2.1.01% grep -i 'vttyAP*' driver/*
driver/adv_uart.c: .dev_name = "vttyAP",
IMary fIte driver7/adv _uar .o matcies

3inary file driver/advvcom.ko matches

3inary file driver/advvcom.o matches

[icg@localhost vcom linux 2.1.0]1% grep -i 'ttyADV*' driver/#*
driver/ady yart c /7 Hpv_namp = "ttyADV",
[icg@localhost vcom linux 2.1.01% make
Make -C ./daemon

nake[l]: Entering directory ~/home/icg/Documents/vcom linux 2.1.8/daemon’
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ANSwer:

Step 3: Follow the SOP to build and verify it.

..... - a

[icg@localhost vccm_linux_2.1.6]$ putty
[icg@localhost veom_Llinux_2.1.0]% cat /tmp/advmon/advttyS
Pid : 19309 | State : Net Down [icg@localhost wvcom Llinux 2.1.0]1% cat /tmp/advmon/advttySs
Pid : 193069 | State : Net Down [icg@localhost vcum_linux_Q,l.G]$ cat /tmp/advmonsudo advman -o stop
fusr/local/fadvtty/advvcom.ko
stop
stoping all local services...
[icg@localhost wvcom linux 2.1.0]% sudo advman -o start

d N fdevivttyAPS = PuTTY .

Jusr/local/advtty/advvcom.ko
kernel moduel advvcom.ko detected...

invoking local deamon...

[icg@localhost vcom_linux_2.1.0]% cat /tmp/advmon/advtty6

Pid : 19493 | State : Net Down [icg@localhost vcom_linux_2.1.0]1% c
Pid : 19492 | State : Net Down [icg@localhost vcom_linux_2.1.0]% a
/bin/bash: /usr/sbin/advls: Permission denied

[icg@localhost wvcom linux _2.1.0]% sudo advls

5 b522 192.168.1.121

6 b522 192.168.1.121
[icg@localhost wcom_linux_ 2.
5 b522 192.168.1.121

G h522 192.168.1.121
[icg@localhost wvcom linux_2.1.0]% cat /tmp/advmon/advttys

Pid : 19492 | State : Net Down [icg@localhost vcum_llnux_2_1_61$ p
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F&Q Question-2:

Some customer met the issue when they buy the
EKI-1526-CE/EKI-1528-CE cannot success in Linux

VCOM setting.

Solution:

Stepl: Please check your Kernel version in Linux Platform.
Reference the page4-5.
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F&Q Question-2:
How to use EKI1-1526-CE or EK1-1528-CE In Linux?

Step2: For VCOM in Linux used that need to map module name.
Please follow the SOP in the website, in configure file you need to make
sure you put the module name EKI-1526-CE as “D526".

Tee02:13 O ¢ O ~

Mapping to Port2
of EKI-1526-CE

For EKI-1526-CE: Device Name use D526
Exampe:

VCOM Port: 5; Device Name: D526;1P: 192.168.1.99;

Physical Port:1

VCOM Port: 6; Device Name: D526; 1P: 192.168.1.99;

1 OQNTAQj# adviha -0 Stop Physical Port:2

[ FrooTEloCalnoesST Of
usr/local/advtty/advvcom.ko
-'Y'T:(;';.r." 3ll lacal sgrvices
L;'(ll)li;lg “ure l"ll‘.’-lllgl’lll X Iwgrics M




F&Q Question-2:
How to use EK1-1526-CE or EKI1-1528-CE in Linux?

Another Option: You also can enabled “Ignore VCOM Device ID” in Web GUI
then you don’t need to modify as “D526”. You can keep the C526 or name as
you would like.

ADMNTECH EK115261.CE

System = Home / System

@ Ethernet Configuration

# System Configuration

& Port Configuration

L Monitor Firmware version 1.03

L ET Revision humber 4945

| Syslogd Device Name

# Tools Device Description

[# Management

VCOM Ignore Device Ip O Disable (@& Enable

Telnet O Disable (® Enable
snmp O Disable (® Enable

Local Time 2017/8/7/22.15:38: 11

Time Server

Enabling an Intelligent Planet

ADVANTECH




Enabling an Intelligent Planet AD\.\NTECH



